
Using Tor to Anonymize Your IP Address

Choosing the Right Anonymous Email Service

Anonymous Email Services - Do’s and Don’ts Using an Anonymous Email Account

Service Service 
Type

Data 
Retained by 
Service

Data Sharing 
Policy

Cost/ 
Payment Suggested Frequency Primary Use

Hushmail 
(hushmail.com) 

Hush  

Canada, Inc., 
Canada

Webmail IP Address, 
purchase 

No 3rd party 
sharing 
unless
issued a court 
order

Premium/
Visa, 
MasterCard,
Amex, 
Paypal, 
Money 
Order

Daily to Weekly Access Scheduling in-person  
 

correspondences, press 

Cloak My 
(cloakmy.org)

Webmy.me Inc., 
California, USA

Message 
and chat

IP address,
session 
cookies

No 3rd party 
sharing

Free
chat, no account required

Anonymous Email Services Smart CardA

• Always use a secure browser that anonymizes your IP address for accessing anonymous
messages. Be sure your browser is updated regularly.

•
accounts, such as Google or Yahoo in the same session.

•
as your name, phone numbers, or addresses.

•
• Remember, no set of tools can guarantee online anonymity.

personal or work-related messages without 

email accounts require no personal  

 
in .

What is Tor?
• anonymize your IP address
•
•

Visit torproject.org and
download the 
Bundle

Open browser.exe in Windows 
Explorer, then open the new 
Browser folder and double-click 

.

address.

4  

IP address by going to Green Onion 
>  in the top corner of 

1

2

3

display this message

appears online

*



 

Online Guardian

 
 

Anonymous Email Services Smart CardA

account.

 Hushmail requires you to purchase 

American Express, Paypal, or a money 
order.

webmail client on the top right of 
the hushmail homepage to send and 

If you see the following message 

Hushmail account, you must use a new 

page).
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message.

Secure chat feature

Auto Destruct allows the message to be read once.
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Destroy Message

Read Message


